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Abstract: As APT (advanced persistent threat) attacks are increasingly frequently, higher requirements for the
detection of APT attacks were proposed. It was an effective method to early discover the attack behavior of APT
based on homologous behavior analysis. Aiming at the problem of low efficiency of data authentication caused by
excessive data, the historical behavior database with data label technology was established and the database was
stored in the cloud. Relying on the Hadoop platform and the aggregate computing ability of MapReduce and the
pseudorandom permutation technique, the whole traffic parallel detection of the network was realized. In order to
determine whether there was a APT attack behavior, the detection of APT attacks was implemented by comparing
the data labels in the database. Test results show that the proposed method can detect the abnormal behavior of APT
from the network as soon as possibleand improve the efficiency of the whole data flow detection.
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